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Abstract 
 
This paper presents research findings on competence needs for Cyber-Physical Systems (CPS) in manufacturing. These are from studies of the 
German Federal Ministry of Education and Research's initiative for early identification of skill needs (FreQueNz) as well as the Office of 
Technology Assessment at the German Bundestag (TAB). The findings are partly statements on possible future developments as – at least 
according to the mentioned studies during their periods of inquiry – the degree of CPS implementation in enterprises has been fairly low. 
Further development of CPS competence needs depends on which combinations of technologies and work organization will come to prevail in 
the enterprises in the course of broader implementation. As this seems rather open, two of the studies distinguish at least two ideal scenarios 
with regard to possible directions of competence developments. 
 
Within the first scenario more and more decisions would be taken by IT which would control the production employees. These are expected to 
intervene into the process in case of malfunctions only but cannot develop the respective competences during the trouble-free process. Within 
the second scenario the technology would serve as decision-supporting system to employees still expected to optimize and able to intervene 
into the process. 
 
Starting from a maturity model of innovations, the presentation of research findings in this paper is linked to a thesis on the added value of 
stronger links between technology forecasting and early identification of skill needs. By such links early identification of skill needs could be 
focused at an early stage on topics which are considered by technology forecasting to have major potential. This could help reducing skill gaps 
at the diffusion stage of technological innovations. 
© 2014 The Authors. Published by Elsevier B.V. 
Peer-review under responsibility of the Scientific Committee of the “8th International Conference on Digital Enterprise Technology - DET 
2014. 
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1. Introduction 
 
This paper presents research findings on competence needs 
with regard to Cyber-Physical Systems (CPS) in 
manufacturing. The findings, which are presented in section 3, 
are mainly from a study on future manufacturing work by the 
Office of Technology Assessment at the German Bundestag 
(TAB) and from two research projects of the German initiative 
for early identification of skill needs (FreQueNz). The 
FreQueNz projects are on skill needs in industrial production 
and logistics. According to these studies and projects – at least 
during their periods of inquiry – the degree of CPS 
implementation in enterprises has been fairly low. Further 
development of CPS competence needs depends on which 
combinations of technologies and work organisation will 
come to prevail in the enterprises in the course of broader 
implementation. As this is quite open, the findings to a great 
part are assessments of future developments, and two studies 
distinguish ideal scenarios of possible directions  of 
competence developments. 
The TAB study refers to Peter Brödner’s ‘technocentric’ 
and ‘anthropocentric’ scenarios. The scenario-related 
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assessments of the FreQueNz project on logistics seem 
transferable to industrial production: With the ‘tool scenario’ 
the technology would serve as decision-supporting system to 
employees still expected to optimize and able to intervene into 
the process. With the ‘automation scenario’ more and more 
decisions would be taken by IT which would control the 
employees. These are expected to intervene into the process in 
case of malfunctions, but cannot develop the respective 
competences during the trouble-free process. As will also be 
described in subsection 3.2, a number of skill needs will 
probably not only gain in importance on the  intermediate 
skills level but also on the higher or academic level. In the 
‘automation scenario’ a part of the tasks, which in the ‘tool 
scenario’ are a domain of the middle-skilled employees, is 
carried out by staff with academic qualifications. 
The assessments of developments on the so-called lower 
and, above of all, intermediate skills level are presented in 
subsection 3.1: CPS in all likelihood mean a further reduction 
of jobs which can more easily be automated by the new 
technologies. At the same time, there still will be activities, 
like demanding maintenance, which require implicit skills 
based on experience, which at least are very difficult to 
automate. In some areas, like disposition, skill requirements 
will be reduced. CPS foster possibilities of supplier and 
service integration. Thus, process and  cooperation 
competences will probably further gain in importance as well 
as skills in the following areas, for instance: network, radio, 
and transmission technologies; materials, and fast information 
procurement. More combined knowledge on IT, electronics, 
and mechanical systems is likely to be needed as well. 
Starting from a maturity model of innovations, the 
presentation of findings on CPS competence needs is linked to 
a thesis on the added value of stronger links between 
technology fore-casting and early identification of skill needs. 
By such links early identification of skill needs could be 
focused at an earlier stage on topics which are considered by 
technology forecasting to have major potential. This could 
help reducing skill gaps at the diffusion stage of techno- 
logical innovations. The description of this and other aspects 
of added value in section 4 is based on an explanation of 
points of alignment between technology forecasting and early 
identification of skill needs in the following section 2. 
 
2. Technology forecasting and early identification of skill 
needs – points of alignment 
 
A good starting point for looking at the overlaps and points 
of alignment between technology forecasting and early 
identification of skill needs is a model of industry maturity 
and of technological, work organisation, product and service 
innovation [1]. This model distinguishes between emerging, 
future, new and mature industries. The model also 
distinguishes three stages relating to new ways of organising 
work and technological developments as well as product or 
service innovations: 
 
x a development stage at which ideas or, for example, 
technological advances continue to be worked through; 
x a dissemination stage at which planning, e.g. innovation 
marketing takes place; and 
x an application stage at which products are on the market. 
All three stages can be identified in emerging and future, 
new and mature industries, albeit with a different percentage 
weighting (as shown in the figure) in each case. 
The research projects of the initiative for early 
identification of skill needs (FreQueNz) of the German 
Federal Ministry of Education and Research (BMBF) aim to 
do just that: to pinpoint at the earliest possible juncture those 
new or changed medium-level skills which researchers are 
fairly certain will be widely relevant at the application stage 
in the next three to five years. For the purposes of the BMBF 
anticipation initiative staff with medium-level qualifications 
are primarily those who have completed a training course in a 
nationally recognised trade or occupation as well as trained 
employees who have completed further training to, for 
example, master craftsman or technician level. 
This does not mean that early identification of skill needs 
is restricted to medium-level skills but can be used to identify 
skill requirements on all skill levels. With regard to the 
maturity model of innovations and industries, early 
identification of skill needs is not focused on the potential 
industries of the future or development stages. Ideally, the 
projects are located in the spectrum between dissemination 
and application stages in emerging, new and mature 
industries. 
With its short-term time horizon of three to five years and 
focus on qualitative, content-related requirements, early 
identification of skill requirements differs from quantitative 
forecasts of demand for skills with a typical time horizon of 
10 to 15 years. On the other hand, the difference between a 
present needs and early identification approach is  that  the 
latter is forward looking and not focused on immediate utility. 
Anticipation adopts a broader perspective which ought ideally 
to embrace as many of developments as possible which may 
prove relevant in the future. Results from early identification 
can provide forward-looking information to players involved 
in vocational training policy and vocational training itself. In 
this way early identification insights can not only be used to 
accommodate future requirements in the training profiles of 
skilled occupations, but can also help in ensuring that HRD 
concepts and on-the-job training are more anticipative and 
tailored more closely to current needs. 
The ongoing mutual relationship between technological 
advance and the development of skills is the context in which 
we begin at this point to consider ways in which technology 
forecasting and the anticipation of skill needs might be 
aligned. “Technology forecasting” means an ongoing 
observation of technological developments to identify 
promising future applications and to evaluate their 
corresponding potential at an early point in time [2]. 
Technology forecasting and anticipation of skill needs is 
undertaken on regional, national and European level. In 
contrast to anticipation of skill needs, technology forecasting 
is also undertaken by enterprises, in many cases with an 
explicit relationship to innovation capabilities. As is the case 
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when identifying skill needs, technology forecasting also 
involves both a short-term and long-term forecast which 
extends over a period of 15 years and longer. In the model 
referred to above, which classifies the maturity of 
innovations, this perspective corresponds most closely to an 
early phase of the development stage. Shorter term technology 
forecasting looks forward over a period of time of three to 
five years before a technological innovation reaches market 
maturity. 
As far as potential intersections between anticipation of 
skill needs and technology forecasting are concerned, the time 
horizon of shorter-term technology forecasting appears to 
overlap substantially with the spectrum between the 
dissemination and application stages in which anticipation of 
skill needs should ideally take place. This means that one 
potential point of alignment between technology forecasting 
and the anticipation of skill needs might involve addressing 
topics which have been identified as important for the future 
in the course of short to medium-term processes of technology 
forecasting. 
3. CPS competence needs in manufacturing 
3.1. Assessments and first findings 
This paper section presents research findings and 
assessments on competence needs and developments with 
regard to Cyber-Physical Systems (CPS) in manufacturing. 
These are mainly from the following studies: a study on 
future manufacturing work by the Office of Technology 
Assessment at the German Bundestag (TAB) [3] [4] and two 
research projects of the German Federal Ministry of 
Education and Research's (BMBF) initiative for early 
identification of skill needs (FreQueNz). The FreQueNz 
projects are on future skills needed for the Internet of Things 
(IoT) in logistics and in industrial production [5] [6]. The 
Internet of Things (IoT) in industrial production and Cyber- 
Physical Systems (CPS) in manufacturing can be regarded as 
synonyms [7] [8]. 
Fig. 1. Industrial maturity and implementation stages. 
According to the TAB study on future manufacturing work 
the degree of maturity and implementation of CPS in 
manufacturing – at least during the study’s period of inquiry – 
was low. With reference to the maturity model of innovations 
and industries from section 1, the FreQueNz projects support 
the assumption that CPS in industrial production as well as 
IoT in logistics have not reached the spectrum between 
dissemination stage and application stage, but are still at the 
threshold between development stage  and  dissemination 
stage. Therefore, the further development of CPS and CPS 
competence needs in manufacturing is quite open. Thus, the 
following first findings from the FreQueNz projects as well as 
the TAB study are to a large part statements and assessments 
of probable or possible future developments. This is also the 
reason why we operate with scenarios in the following. 
According to the TAB study, on the one hand, CPS 
technologies increase the automation potential and will, in 
principle, strengthen the given trend towards a greater work 
intensity. As systems of technologies which increase the 
automation potential, CPS in all likelihood mean a further 
reduction of so-called low-skilled jobs which can be 
substituted more easily by the new CPS automation 
technologies. 
On the other hand, enterprises deliberately have not taken 
full use of the automation potential of the already given 
technologies. Automation technologies like CPS do not 
determine one particular or definite type of work organisation 
and production process model. Enterprises choose different 
kinds of work organisation because of their different markets 
and varying requirements of production processes, for 
instance. Therefore, the further development of CPS 
competence needs depends on which combinations of 
technologies and work organisation will come to prevail in 
different kinds of enterprises, sectors, and subsectors in the 
course of broader implementation. In the words of the TAB 
study, the spectrum of possible combinations of technologies 
and work organisation lies between Peter Brödner’s ideal 
types of the ‘technocentric’ and  ‘anthropocentric’ 
development route [9]: While the ‘technocentric’ route refers 
to a tayloristic work organisation, the ‘anthropocentric’ route 
aims at decentralising decision-making powers. 
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The actual future variance of combinations of technologies 
and work organisation in different kinds of enterprises and 
subsectors will have the strongest effects on the share and 
competence requirements of the employees at the intermediate 
skills level. A part of the jobs or activities at the intermediate 
level, like a number of control tasks, for instance, will 
probably be substituted or automated completely. In other 
areas of activity the skills level of the jobs in all likelihood 
will be reduced by the application of new CPS technologies. 
As an example, a part of disposition decisions in production 
logistics could be automated. 
But there are still activities which at least are very difficult 
to automate and which demand process knowledge and 
implicit knowledge based on experience, which are typical of 
employees at the intermediate skills level. Demanding 
maintenance tasks are an example. 
Moreover, there are enterprises and subsectors with highly 
automated but at the same time flexible production processes. 
Such conditions often demand a ‘process-oriented’ work 
organisation with decentralized planning, coordination, and 
decision-making powers. This is connected with enriched job 
profiles with increased competence requirements at the 
intermediate level. The new CPS technologies foster 
possibilities of supplier integration and product-related 
services. This requires more and deeper knowledge of value 
chains and production processes. Furthermore, it increases 
social competence requirements with  regard  to 
communication and cooperation. 
The FreQueNz project on Internet of Things (IoT) or CPS 
competence needs in industrial production also identified 
technical as well as interdisciplinary (including social) skills 
and competences which will be increasingly required at the 
intermediate skills level. 
With regard to technical skills, increased automation and 
networking of machines will require more in-depth combined 
knowledge on IT, electronics, and mechanical systems in 
order to respond rapidly or initiate action in case of 
malfunctions. In this context there will also be a greater need 
for competences for parameterisation and the programming 
and use of special software. Furthermore, CPS require at least 
basic competences regarding network, radio, and transmission 
technologies from all skilled employees, in order to identify 
the sources of malfunctions. Controlling and maintenance 
tasks require advanced and special competences of this kind. 
In-depth knowledge on materials will be required to ensure 
that employees are ready in good time to respond to and deal 
appropriately with the increasing use of "self-reporting" 
materials. 
One of the results of the FreQueNz industrial production 
project in accordance with the TAB study is that skilled 
employees need deep process knowledge. In particular 
personnel who control and maintain machines need deeper 
knowledge on production procedures and value chains to be 
able to determine the relevance of specific interventions. 
As control systems become increasingly complex, 
communication between machines correspondingly 
intransparent, and the geographical distance from the 
production process grows – particularly owing to the use of 
radio technology – greater value will be attached to a number 
of   interdisciplinary (including social) competences, like the 
following. 
One of these competences is the ability to organize 
problem-solving processes and the use of new communication 
channels in a professional way. In an advanced context, 
skilled personnel needs abilities to procure information 
independently on the rapidly evolving and changing 
technologies and software systems. 
Maintenance personnel, for instance, face higher 
requirements regarding incoming information which requires 
interpretation. At the same time a growing proportion of 
planning tasks and the implications of increased machine 
communication require more in-depth system knowledge. To 
fulfil these requirements analysis competence in handling 
abstract information as well as knowledge of methods to gain 
a fast overview of the production process are needed. 
 
3.2. Scenarios 
 
As mentioned in the preceeding subsection, further 
development of CPS competence needs depends on which 
combinations of technologies and work organisation will 
come to prevail in the enterprises. According to the TAB 
study, the spectrum of possible combinations lies between 
Peter Brödner’s ‚technocentric‘ and ‚anthropocentric‘ routes 
as ideal types which can also be regarded as development 
scenarios. Brödner’s routes or ideal scenarios refer to different 
forms of manufacturing and manufacturing work in a 
comparatively comprehensive way. 
The two ideal scenarios which have been developed in the 
second FreQueNz project mentioned above refer to skills 
needed for the Internet of Things (IoT) or CPS in logistics. 
Nevertheless, it seems plausible to assume that the following 
scenario-related statements and assessments are transferable 
to industrial production or manufacturing as well. 
The two ideal scenarios illustrate possible lines of IoT or 
CPS development [10]. In the first line more and more 
decisions would be taken by a company's central IT function 
in the form of control algorithms. This would increasingly 
eliminate the need for autonomous human decision making 
and would lead to a kind of “managed work” which would 
leave little freedom for alternative actions. This scenario 
would also entail transferring decisions to IT functions which 
experienced employees could usually take more quickly 
themselves. The increasingly pervasive automation associated 
with this ‚automation scenario‘ has a powerful deskilling 
impact on the employees. These are expected to intervene into 
the production process in case of malfunctions only, but 
cannot develop the respective competences during the trouble- 
free process. 
In the second line of development, or ‚tool scenario‘, the 
technologies would serve as assistance or decision-supporting 
system to the employees. These would receive supporting 
information and would still be expected to optimise and able 
to intervene into the production process. At the same time, 
employees would need – and could acquire or develop – 
process-specific knowledge in order to make decisions or 
intervene    with    malfunctions.    In    comparison    to    the 
‚automation scenario‘, the ‚tool scenario‘ should be connected 
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to enriched and broader job profiles with higher competence 
requirements and a higher competence level across a more 
flexible workforce. 
Most of the tasks which are carried out in the ‚tool 
scenario‘ by employees with intermediate skills exist in the 
‚automation scenario‘ as well. However, in the latter they are 
carried out by high-skilled employees (production managers, 
process engineers, software engineers) as far as they are not 
carried out by the CPS itself. These skills and competences 
comprise, for example, to work in interdisciplinary teams, the 
need for in-depth comprehension of the system due to the 
increasing share of planning tasks and machine 
communication, special knowledge on algorithms and 
software architecture as well as knowledge and experience in 
mechanical engineering, automation and IT in combination. 
Qualitatively, the different development routes of CPS 
implicate very different skill and competence needs at 
different qualification levels. The factual skill needs in CPS 
will be dependent on the companies‘ choice of design of 
technology and work organisation. This is also the case with 
regard to the quantitative need for employees at different 
qualification levels. In terms of qualification, the ‚automation 
scenario‘ leads to a deskilling of non-specialised general 
skilled employees crowding out low-skilled employees from 
the companies. 
Fig. 2. Development routes of CPS. 
4. Added value and (further) potential of stronger links 
between technology forecasting and early identification of 
skill needs 
In this section the presentation of findings on CPS 
competence needs will be linked to a working thesis on 
aspects of the added value of possibly stronger links between 
technology forecasting and early identification of skill needs. 
In general, by such links early identification of skill needs 
could be focused at an earlier stage on topics which are 
considered by technology forecasting to have major potential. 
More specific aspects of possible added value could 
become clear when relating technology forecasting and early 
identification of skill needs to the maturity model of 
innovations referred to in section 1. This model distinguishes 
a   development,   dissemination,   and   application   stage   of 
technological and other innovations. 
Ideally, early identification of skill needs projects should 
take place in the spectrum between the dissemination stage 
and application stage. Shorter term technology forecasting 
looks forward over a period of three to five years before a 
technological innovation could reach market maturity. This 
time horizon appears to overlap substantially with  the 
spectrum when early identification of skill needs should 
ideally take place. 
A gap of new or changed skills exactly at the threshold 
between dissemination stage and application stage can prove 
to be a decisive obstacle to the establishment of technological 
innovations [11]. If there would be more regular information 
between technology forecasting and early identification 
processes and networks, this could help to investigate 
technological innovations more systematically on probable 
skill needs before the dissemination stage. This could help 
reducing skill gaps at the diffusion threshold of new 
technologies. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
At least during the periods of inquiry of the TAB study and 
the FreQueNz projects on industrial production CPS in 
manufacturing have not reached the spectrum between 
dissemination stage and application stage, but were still at the 
threshold between development stage  and  dissemination 
stage. In spite of the fact that the investigations have not taken 
place in the spectrum before the dissemination stage and 
application stage made, they made clear that further 
development of CPS competence needs depends on which 
combinations of technologies and work organization will 
come to prevail in the enterprises. This shows that stronger 
links between technology forecasting and qualitative, content 
related skills anticipation could help to take into account and 
to align technology, work organization, and competence 
development in a more anticipative way. Further combined 
technological and competence-related investigations of CPS 
could help to prepared with regard to competence needs in the 
course of broader CPS implementation. 
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